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➢ File Encryption/Decryption
➢ NMAP Scan
➢ BYOD Security Policy
➢ Common-auth Configuration File
➢ MFA Logon Screen
➢ Nmap
➢ NetCat
➢ Wireshark
➢ Nessus
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Question

What effect does the sudo iptables --policy INPUT DROP command have on the 
access to computing resources?

Answer here: 
drops all incoming connections to the Linux Server VM

References:
Project Video



Nmap Scan



SEC285
Module 4

Bring Your Own Device (BYOD) 
Security Policy 



1. Overview: 
Tablets, cellphones, and laptops have become indispensable tools into today's enterprises. It has revolutionized productivity, 

collaboration, and communication. Tablets are widely used for things like presentations, meetings, and mobile workstations. While 

cellphones and laptops became essential parts of communication and productivity. Also allowing for remote work during and after a 

major pandemic. There are associated threats such as data breaches due to lost or stolen devices, malware and ransomware, and open 

wi-fi vulnerabilities. 

2. Purpose:  
Timely discovery of vulnerabilities within BYOD environments majorly reduce the attack vector on a company's computing 

resources by identifying and addressing insecure devices or outdated software early and eliminating potential entry points for attacks 

before they are exploited. This minimizes the risk of malware, phishing, and unauthorized access, making for better protection of 

data. Implementing regular vulnerability assessments strengthen security. Making for swift risk remediation and improving network 

resilience. This safeguards resources while having the flexibility of BYOD practices. 



3. Scope: 
The BYOD policy would apply to all employees, contractors, and departments using personal devices at and for work. Approved 

devices would be cellphones, tablets, and laptops that are fully updated and have antivirus software installed. All devices need to be 

approved by IT and could access the network in designated segments only during work hours. While working there is no personal 

activities allowed. IT oversees all permissions in order to reduce risks and keep security 

4. Policy:  
All devices would undergo assessments before they could access ABC Corporation’s network. They must have an approves operating 

system with up to date security patches, antivirus software, and have an active firewall. Any noncompliant device will undergo IT-

supervised remediation in order to meet with compliance. In doing so ABC Corporation is able to ensure a secure network while 

supporting the use of BYOD practices. 



5. Policy Compliance: 
The InfoSec team verifies compliance with the BYOD security policy by implementing methods such as video monitoring, the use of 

intrusion detection tools, business tool reports, feedback and audits to the owner of the policy. Any employees who violated the policy 

could face disciplinary actions that could include termination in order to uphold the organizations security as well as accountability.

6. Related Standards, Policies, and Processes:  
This policy aligns with key standards such as, 

ISO/IEC 27001 This helps the establish an Information Security Management System (ISMS) in order for personal devices to be 

used. 

GDPR Which safeguards personal data as well as privacy rights where applied. This helps meet compliance with data protection 

regulations.

NIST guidelines focuses on risk management and incident response for the mitigation of potentional threats enhancing security 

measures.    



7. Definitions and Terms: 
CIA(Confidentiality, Integrity, Availability) The foundational principles of information security. 

BYOD(Bring Your Own Device) A policy that allows employees the flexibility of using their personal devices for work intentions. 

IT(Information Technology) is the use of computer systems, software, the networks and digitals tools that aid in storing, managing, and 

securing all data. 

8. Revision History:  

Date of change Responsible Summary of change

March 2025 Jonathan Waugh Initial creation of the BYOD Security Policy based on 

SANS template
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Challenges

Challenges I faced during this course was time. I did not manage 
my time well due to things in my life being uncontrollable and 
another class that I felt was a waste of time taking from my ability 
to focus on this class. 

I didn't overcome any of these challenges, because I was to 
focused on the other class. Yes I got a good grade in this class and 
that was thankful to prior knowledge, but I felt I could of learned 
more had I had more time. 



Career Skills

• Security Policy Development

• Vulnerability assessment

• Firewall Implementation

• Business Continuity Planning

• Compliance and Auditing

• Secure System Design



Conclusion

In this project I developed a security policy, used 
encryption techniques, configured firewalls, 
assessed vulnerabilities, and planned for system 
recovery and continuity during disruptions. 



Refrences

• Instructional Videos

• Project Guides
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